
Anatomy of a DeFi Arbitrage: 
from $0 to $48k
Introduction
On June 17, 2025, at 08:02:59 UTC, a sophisticated MEV bot executed one 
complex arbitrage strategy. Using flash loans from Balancer, the bot orchestrated 
a multi-protocol arbitrage across Meta Pool's liquid staking system and Uniswap 
V3, generating $48,746 in profit with zero capital requirements.

Transaction: 0x57ee419a001d85085478d04dd2a73daa91175b1d7c11d8a8fb5622c56fd1fa69

Fund Flow Analysis: BlockSec Explorer

This transaction demonstrates the evolution of MEV strategies beyond simple 
sandwich attacks, showcasing how sophisticated bots can identify and exploit 
temporary pricing inefficiencies across multiple DeFi protocols simultaneously.

Key Concepts

Flash Loans
Flash loans enable borrowing large amounts of cryptocurrency within a single 
transaction without collateral. The loan must be repaid within the same 
transaction, or the entire transaction reverts. This mechanism allows traders to 
access significant capital for arbitrage opportunities without upfront investment.

Liquid Staking Derivatives (LSDs)
Meta Pool's mpETH represents staked ETH that continues earning rewards while 
remaining liquid. Unlike traditional staking, holders can trade mpETH immediately 
rather than waiting for unstaking periods. This creates opportunities for price 
discrepancies between mpETH and ETH across different venues.

Cross-Protocol Arbitrage
This strategy exploits price differences for the same asset across multiple DeFi 
protocols. The bot identified that mpETH was trading at different rates between 
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Meta Pool's internal systems and external markets like Uniswap V3.

MEV (Maximal Extractable Value)
MEV refers to the maximum value that can be extracted from block production 
beyond standard block rewards. This transaction was placed as the first 
transaction in the block (position 0), ensuring optimal execution without 
interference from other MEV bots.

Transaction Overview
Key Players:

Sender/Profit Recipient: 0x48f1d0f5831eb6e544f8cbde777b527b87a1be98

Main Arbitrage Contract: 0xc3d10bd8e051a2be6408d18be8464654f699a25a

Balancer Vault: 0xba12222222228d8ba445958a75a0704d566bf2c8

Meta Pool mpETH: 0x48afbbd342f64ef8a9ab1c143719b63c2ad81710

Uniswap V3 mpETH Pool: 0xcf0e3ab3bc3b4a64f2d169decea24bc17b038278

Final Results:

ETH Profit: 8.89 ETH (~$22,951)

mpETH Tokens: 9,682.72 mpETH (~$25,795)

Total Profit: ~$48,746

Gas Used: 27,007,614 (92.73% of limit)

Transaction Fee: $70.68

Deep Dive: Step-by-Step Analysis
Follow along with the BlockSec fund flow visualization to see each transfer
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Phase 1: Flash Loan Initiation

Step [1]: Flash Loan Request

FROM: Balancer: Vault → TO: Main Contract
AMOUNT: 200 WETH

The transaction begins with the arbitrage contract calling flashLoan()  on Balancer's 
Vault. Balancer's flash loan system has 0% fees, making it the optimal choice for 
this strategy.

The flash loan triggers the receiveFlashLoan  callback function in the arbitrage 
contract, where all subsequent operations occur atomically.

Phase 2: Capital Preparation 

Step [2]: WETH → ETH Conversion

FROM: Wrapped Ether → TO: Main Contract
AMOUNT: 115.89 ETH

The contract unwraps 115.89 WETH to native ETH by calling withdraw()  on the 
WETH contract. This ETH is needed for Meta Pool interactions, which require 
native ETH rather than WETH.
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Step [3]: ETH → WETH Conversion

FROM: Main Contract → TO: Wrapped Ether
AMOUNT: 115.89 WETH

Simultaneously, the contract wraps some ETH back to WETH for later operations 
and eventual flash loan repayment.

Phase 3: Meta Pool Staking Operations 

Step [4]: ETH Deposit to Meta Pool

FROM: Main Contract → TO: Meta Pool: mpETH Token
AMOUNT: 107 ETH (value transfer)

The arbitrage contract calls depositETH()  on Meta Pool's mpETH token contract, 
sending 107 ETH as the transaction value. This initiates the liquid staking process.

Internal Process: Meta Pool's depositETH  function delegates to the Staking contract 
using DELEGATECALL , maintaining the calling context while executing staking logic.

Step [5]: ETH to Liquidity Pool

FROM: Meta Pool: mpETH Token → TO: MetaETHLP (mpETH/ETH)
AMOUNT: 106.91 ETH (value transfer)

Meta Pool internally routes the deposited ETH through its liquidity pool ( MetaETHLP ) 
via swapETHFormpETH() . This pool manages the exchange between ETH and mpETH 
tokens.

Step [6]: mpETH from Liquidity Pool

FROM: MetaETHLP (mpETH/ETH) → TO: Meta Pool: mpETH Token
AMOUNT: 96.94 mpETH

The liquidity pool returns mpETH tokens to the Meta Pool contract. The exchange 
rate reflects current staking yields and pool dynamics.
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Step [7]: Large mpETH Mint

FROM: Null Address (0x000...) → TO: Meta Pool: mpETH Token
AMOUNT: 9,702.03 mpETH

Meta Pool mints a large amount of mpETH from the zero address. This appears to 
be for internal accounting or fee calculations within the protocol's complex staking 
mechanism.

Step [8]: Zero Transfer (State Update)

FROM: Meta Pool: mpETH Token → TO: 0x52e5219ef6af019776c0a64925370
f92cab282ec
AMOUNT: 0 mpETH

A zero-value transfer occurs, likely for contract state updates or event emissions 
required by Meta Pool's internal logic.

Step [9]: Net mpETH Receipt

FROM: Meta Pool: mpETH Token → TO: Main Contract
AMOUNT: 9,798.97 mpETH

The arbitrage contract receives the net mpETH tokens from the staking operation. 
The large amount includes both the proportional mpETH for the 107 ETH deposit 
plus additional tokens from the minting process.

Phase 4: Meta Pool Internal Arbitrage

Step [10]: mpETH to Meta Pool AMM

FROM: Main Contract → TO: MetaETHLP (mpETH/ETH)
AMOUNT: 106.6 mpETH

The arbitrage contract immediately swaps most of its mpETH back to ETH through 
Meta Pool's internal AMM by calling swapmpETHforETH() . This exploits rate differences 

Anatomy of a DeFi Arbitrage: from $0 to $48k 5



within Meta Pool's own systems.

The contract first calls approve()  to grant the MetaETHLP contract permission to 
transfer mpETH tokens, then executes the swap.

Step [11]: Fee Payment

FROM: MetaETHLP (mpETH/ETH) → TO: 0x8c89569355f321a91655ca520fc0
9be5f6b0ec4d
AMOUNT: 2.65 mpETH

The Meta Pool deployer address automatically receives fees from the swap 
operation. This is built into Meta Pool's fee structure.

Step [12]: ETH from Meta Pool Swap

FROM: MetaETHLP (mpETH/ETH) → TO: Main Contract
AMOUNT: 105.89 ETH (value transfer)

The arbitrage contract receives ETH from the mpETH swap. Despite fees, this 
operation is net positive due to favorable exchange rates in Meta Pool's internal 
systems.

Phase 5: Uniswap V3 Arbitrage

Step [13]: WETH from Uniswap V3

FROM: Uniswap V3: mpETH → TO: Main Contract
AMOUNT: 9.999 WETH

The Uniswap V3 mpETH/WETH pool sends WETH to the arbitrage contract as part 
of a swap operation.

Step [14]: mpETH to Uniswap V3

FROM: Main Contract → TO: Uniswap V3: mpETH
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AMOUNT: 9.65 mpETH

The arbitrage contract sends mpETH to Uniswap V3, completing the swap. The 
favorable exchange rate (receiving ~10 WETH for ~9.65 mpETH) indicates mpETH 
was trading at a premium on Uniswap V3.

Uniswap V3's swap()  function calls back to the router's uniswapV3SwapCallback() , which 
handles the token transfers and completes the swap atomically.

Phase 6: Flash Loan Repayment

Step [15]: ETH Wrapping for Repayment

FROM: Main Contract → TO: Wrapped Ether
AMOUNT: 105.89 ETH (value transfer)

The contract wraps the remaining ETH to WETH by calling deposit()  on the WETH 
contract.

Step [16]: WETH Receipt

FROM: Wrapped Ether → TO: Main Contract
AMOUNT: 105.89 WETH

The WETH contract mints tokens equal to the deposited ETH value.

Step [17]: Flash Loan Repayment

FROM: Main Contract → TO: Balancer: Vault
AMOUNT: 200 WETH

The arbitrage contract repays the flash loan by transferring exactly 200 WETH 
back to Balancer's Vault. This completes the flash loan obligation.

Phase 7: Profit Distribution

Step [18]: ETH Profit to Sender
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FROM: Main Contract → TO: Sender
AMOUNT: 8.89 ETH (~$22,951)

The contract sends the ETH profit to the original sender via a direct ETH transfer.

Step [19]: mpETH Tokens to Sender

FROM: Main Contract → TO: Sender
AMOUNT: 9,682.72 mpETH (~$25,795)

Finally, the contract transfers the remaining mpETH tokens to the sender. These 
liquid staking tokens can be held for staking rewards or sold on the market.

Economic Analysis

Arbitrage Opportunity Identification
The bot identified three key price inefficiencies:

1. Meta Pool Internal Rates: Converting ETH → mpETH → ETH through Meta 
Pool's systems yielded a slight net positive due to internal exchange rate 
calculations and minting mechanisms.

2. Cross-Protocol Premium: mpETH was trading at a premium on Uniswap V3 
compared to its intrinsic value in Meta Pool's systems.

3. Temporary Imbalance: The large mpETH mint created temporary arbitrage 
opportunities within Meta Pool's own liquidity systems.

Profit Breakdown

Component Amount USD Value

ETH Profit 8.89 ETH ~$22,951

mpETH Tokens 9,682.72 mpETH ~$25,795

Total Profit ~$48,746
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Transaction Fee 0.0276 ETH $70.68

Net Profit ~$48,675

Risk Free Operation
Eliminated Risks:

Capital Risk: Flash loans required no upfront capital

Execution Risk: Atomic transaction ensured all-or-nothing execution

Timing Risk: Being first in block eliminated MEV competition

Remaining Risks:

Gas Risk: High gas usage could have resulted in failed transaction

Smart Contract Risk: Complex interactions across multiple protocols

Slippage Risk: Price movements during execution (mitigated by atomic 
execution)

Conclusions
This $48,746 arbitrage transaction demonstrates the evolution of MEV strategies 
in DeFi, showcasing sophisticated cross-protocol coordination that exploited 
pricing inefficiencies across Meta Pool's liquid staking system and Uniswap V3.

As DeFi protocols grow more complex, expect increasingly sophisticated cross-
protocol strategies, greater emphasis on MEV-aware design, and evolution of user 
protection mechanisms. This transaction proves MEV remains a dominant force 
driving both market efficiency and protocol innovation in DeFi.
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